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Build a secure OpenStack cloud to withstand all common attacks

About This Book

Design, implement, and deliver a safe and sound OpenStack cluster using best practices●

Create a production-ready environment and protect your data on the cloud●

A step-by-step tutorial packed with real-world solutions that helps you learn easily and quickly●

Who This Book Is For

If you are an OpenStack administrator or developer, or wish to build solutions to protect your OpenStack
environment, then this book is for you. Experience of Linux administration and familiarity with different
OpenStack components is assumed.

What You Will Learn

Secure your servers, data center, and network to improve your environment for the cloud●

Gain insights into ISP intercept and social engineering●

Explore automated attacks with the help of mass phishing, brute force, and automated exploitation tools●

Secure your OpenStack installation from a networking perspective at both low and high levels●

Get to know how to secure your OpenStack to use only encrypted communications for APIs●

Configure secure communications on the OpenStack API●

Harden OpenStack Keystone and Horizon for a more secure environment●

Protect the Swift replication mechanism through network hardening●

In Detail

OpenStack is a system that controls large pools of computing, storage, and networking resources, allowing
its users to provision resources through a user-friendly interface. OpenStack helps developers with features
such as rolling upgrades, federated identity, and software reliability.

You will begin with basic security policies, such as MAC, MLS, and MCS, and explore the structure of
OpenStack and virtual networks with Neutron. Next, you will configure secure communications on the
OpenStack API with HTTP connections. You will also learn how to set OpenStack Keystone and OpenStack
Horizon and gain a deeper understanding of the similarities/differences between OpenStack Cinder and
OpenStack Swift.

By the end of this book, you will be able to tweak your hypervisor to make it safer and a smart choice based
on your needs.
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From reader reviews:

Carol Hamilton:

Now a day individuals who Living in the era where everything reachable by connect to the internet and the
resources within it can be true or not involve people to be aware of each data they get. How many people to
be smart in having any information nowadays? Of course the answer is reading a book. Examining a book
can help individuals out of this uncertainty Information particularly this OpenStack Cloud Security book
because book offers you rich information and knowledge. Of course the details in this book hundred percent
guarantees there is no doubt in it you know.

Rodney Bell:

Nowadays reading books become more than want or need but also turn into a life style. This reading routine
give you lot of advantages. The huge benefits you got of course the knowledge the actual information inside
the book in which improve your knowledge and information. The knowledge you get based on what kind of
publication you read, if you want send more knowledge just go with education and learning books but if you
want sense happy read one with theme for entertaining like comic or novel. The particular OpenStack Cloud
Security is kind of book which is giving the reader erratic experience.

Luann Bowen:

This book untitled OpenStack Cloud Security to be one of several books which best seller in this year,
honestly, that is because when you read this reserve you can get a lot of benefit into it. You will easily to buy
this book in the book retail outlet or you can order it by using online. The publisher with this book sells the
e-book too. It makes you easier to read this book, as you can read this book in your Mobile phone. So there is
no reason to you to past this book from your list.

Nancy Leto:

What is your hobby? Have you heard that will question when you got scholars? We believe that that question
was given by teacher to their students. Many kinds of hobby, All people has different hobby. And you also
know that little person such as reading or as reading become their hobby. You must know that reading is
very important as well as book as to be the point. Book is important thing to increase you knowledge, except
your current teacher or lecturer. You find good news or update regarding something by book. Different
categories of books that can you choose to adopt be your object. One of them is niagra OpenStack Cloud
Security.
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